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The article analyzes the impact of artificial intelligence
(Al) technology development on the practice of storing and
protecting personal data of citizens in the context of
Uzbekistan's legal framework. The author examines the
Law "On Personal Data” as the basic document regulating
the collection, storage, and use of confidential information.
It is noted that the implementation of Al systems opens
new opportunities for improving data protection
mechanisms, but at the same time carries potential risks of
leaks and misuse. The article provides recommendations
for adapting the regulatory framework to new realities,
including introducing requirements for transparency and
accountability of Al algorithms, strengthening the rights of
data subjects, and implementing risk assessment
mechanisms. The article emphasizes the need for a
comprehensive approach involving government, business,
and society to ensure a balance between technological
development and privacy protection.
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Hckyccmeennblil
UHmMes/1eKkm, nepcoHa/bHbIE

JaHHble,

Cmamuvs
mexHo/s02ull UCKyccmeeHHo20 uHmeansekma (HMH) Ha

nocesiujeHa aHAAU3y BAUSIHUS  paszeumus
NpakmMuky XpaHeHusl U 3aujumbl NEPCOHA/NbHbIX OAHHbIX
epaxcdaH 8 KOHMeKcme npaeogozo noJjsi Y3b6ekucmata.
Asemop paccmampusaem 3akoH «0 NepcoOHA/NbHbIX

JdaHHbIX» KaK 6a308blll 0OKyMeHm, pe2nameHmupyrouwull
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KOH@UOeHYyuaabHOCMb, cbop, XpaHeHue U UCN0/b308AHUE KOHEPUIeHYUAAbHOU
3awuma uH@popmayuu, pucku uHgopmayuu. Ommevyaemcsi, ymo eHedpeHue UH-cucmem
HH-cucmen, adanmayus omkpuleaem Ho8ble 803MOMCHOCMU 0415
3akoHodamesbcmea, npasa co8epuIeHCMBOBAHUS MEXAHU3MO8 3aUWumbl 0AHHbBIX, HO 8
cy66eKmo8 OaHHbIX. mo Jce 8pemsi Hecem NOMEHYUAJ/IbHble PUCKU ymeyeK U

HedobpocosecmHO20 UCN01b308aHUsl. B cmamve daromces
pekomeHdayuu no adanmayuu HOPMAMUBHO-NPABOBOL
6a3bl K HOBbIM peaausiM, 6Kjal4awnwue egedeHue
mpe60o8aHull K npo3pavHocmu u nodkoHmpoabHocmu HH-
aszo0pummos, ycujieHue npas cy6sekmos OJaHHbIX,
gHedpeHue MexaHu3Mo8 oyeHKU puckos. [loduepkusaemcs
Heo6x00uMocmb KOMNJ/AEKCHO20 Nnodxoda, 808/1eKanwezo
eocydapcmeo, 6u3Hec u obwecmso 051 obechevyeHus
basnaHca Mmexcdy MeXHO/02UYECKUM pa3sumuem U
3awumoti HenpuKOCHO8EHHOCMU YACMHOU HCUZHU.

Pa3BUTHE TeXHOJIOTUH HCKyCcCTBeHHOro UHTessiekTa (UMW) okasbiBaeT 3HAaYMUTEJbHOE
BJIMSIHME Ha pasJ/InuHble cpepbl )KU3HU OOIECTBA, B TOM YHCJE HAa BONPOCHI XpaHEHUS U
3alMThl KOHPUeHMa/IbHOM UHOpPMaLM, 0COOEHHO NEepCOHANbHBIX JJaHHbIX IpakJjaH. B
Pecny6siuke Y30eKUCTaH TMNpPUHAT P 3aKOHOJATEJbHbIX aKTOB, peryJUpPYOLIUX
NPaBOOTHOILEHUS B 3TOW 00J1aCTH, KJIYEBbIM H3 KOTOpbIX fABJseTcad 3akoH «O
NepCoHaJ/IbHbIX AaHHBIX» OT 2 utoJis 2019 roga Ne 3PY-547.

B paHHOUW paboTe aHanu3UpyeTcs BJWSAHUE pa3BUTHUA cucteM MU Ha npakTuky
XpaHeHUs1 KOHQUJeHUa/IbHONH MHPOpPMAlLMUM B KOHTEKCTEe MPaBOBOTO M0Ji Y36eKUCTaHa,
O4YepYeHHOTO YNOMSHYTbIM 3aKoHOM. PaccMaTpuBarTC Kak BO3MOXXHOCTHU, KOTOpbIe
NpeJOCTaBJAIT WHTe/JIEKTyaJlbHble CUCTEMBbI [JI1 COBEPLIEHCTBOBAHHUSA MeXaHHU3MOB
3allUThI JAHHBbIX, TAK U NOTEHI|AA/JbHble PUCKU U BbI30BbBI, CBI3aHHbIE C UX NPUMEHEHUEM.
Ha ocHoBe mnpoBeJeHHOro aHajJu3a MpeJJaraldTcs peKoMeHJaldu MO0 aJalTaluu
peryasiTOpHbIX NOAX0/0B U MPAKTUK XpaHeHUs1 KOHPHUAeHIMaJIbHON HHPOPMaIMU K HOBBIM
TEXHOJIOTUYECKHUM peaTUsM.

3akoH «0 mepcoHa/IbHBIX JAaHHBIX» KaK 0a30BbI JOKyMeHT B cdepe 3aLUThI
KOH}UAeHIMa/IbHOW HHpOopMaLuu

3akoH «O mepcoHaNbHBIX JJAHHBIX», BCTYNUBIIUN B cuJly B okTs6pe 2019 ropga, cran
IepBbIM B Y36ekucraHe KOMIIJIEKCHBIM HOPMaTHUBHO-IIPABOBBLIM aKTOM,
perjaMeHTUPYIOLUM 001eCTBEHHbIe OTHOLIEHMS, CBI3aHHbIE CO COOPOM, CUCTeMaTHU3aLueH,
XpaHeHueM, U3MeHeHHeM, /[IONOJIHEHHWEM,  MCII0JIb30BaHUEM,  INpPeJOCTaBJIEHUEM,
pacnpocTpaHeHUueM, epejilaueid, 06e3/IMUMBaHUEM U YHUUTOXKEHHUEM [€PCOHAJIbHbIX JAHHbIX
(ct. 4). Ero npuHATHe O3HaMeHOBaJo popMUpoBaHUEe 06a30BOM MPABOBOM OCHOBBI AJIs
3alUThl KOHQUJEHUHAJbHOM UHPOpPMALUKM O TpaxJaHax B YCJOBUAX LUPPOBOM
TpaHcdopManu U pa3BuTus cuctem UH.

3aKoH omnpejesisieT NepCcoHa/bHbIE JJaHHblEe KaK 3apUKCHPOBAHHYI0 Ha 3JIEKTPOHHOM,
OyMa>KHOM W (WJIM) HWHOM MaTepUaJbHOM HOCUTese HHQPOpPMalLUI, OTHOCALLYICHd K
onpezieJleHHOMY QpU3UUYECKOMY JIMLY WJH JAKLYI0 BO3MOXXHOCTb €ro ujaeHTUuduKauuu (CT.
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4). TakuMm ob6pasoM, B chepy ero AelCTBUSA MNOANAJAET IIHMPOKHUM CHEKTP CBeJeHUH O
rpak/iaHaxX, KOTOpble COOUPAIOTCS, XPAHATCA U 06pabaThIBAOTCA KaK rocy/lapCTBEHHBIMHU
OopraHaMy, Tak U KOMMep4YeCKUMMU U HEKOMMepUYeCKUMU OpraHU3aLUusMU.

JIOKYMEHT yCTaHaBJUBaET KJII0UeBble MPUHIUIIbI 06Pa60TKU NepPCOHANbHBIX JAHHBIX, K
YUCJIY KOTOPBIX OTHOCSTCS: 3aKOHHOCTb IjeJlell W Crnoco60B 006pabOTKH, TOYHOCTb U
JIOCTOBEPHOCTb CBeJleHUN, UX KOHOUJEHIMaJbHOCTh M 3all|UILEeHHOCTb, PAaBEHCTBO INpaB
Y4aCTHUKOB COOTBETCTBYMOUIMX NpPaBOOTHOWIEeHUU (cT. 5). Ocoboe BHUMaHMe yAessseTcs
BOIlpOCaM corJiacusi Cy6’beKTa Ha 06paboTKy ero nepcoHasbHbIX JaHHbIX, YBEJOMJIEHUS 00
OCYLIECTBJIIEMbIX C HHUMU [JIeHCTBUSX, OrpaHUYEHUS JOCTyma TpeTbUX JHI, K
KOHQUJeHMa/IbHON MHPOPMALUH.

3aKOH BBOJMUT HMHCTUTYT YINOJHOMOYEHHOTO TOCYyJapCTBEHHOr0 OpraHa B 06J1acTH
NepcoHa/bHbIX JaHHbIX (['ocymapcTBeHHbIM LeHTp mnepcoHaausauuu npu KabuHere
MUHUCTPOB), KOTOpPBIA HaJleNsIeTCs LHUPOKUM KPYroM KOHTPOJIbHBIX M HaJ30PHbBIX
NOJIHOMOYHHM (CcT. 8). B yncsie ero ocCHOBHbIX PYHKIIMM — BeJleHUe ['ocyjlapcTBEHHOTO peecTpa
6a3 nepcoHaJIbHbIX JAHHBIX, YTBEPK/AEHUEe TPeO6OBAaHUN U MeTOMYEeCKUX PeKOMeHJallui 1o
WX 3allUTe, pacCMOTpeHHWe OoOpallleHUH Trpaxk[aH, CBSI3aHHbIX C O0OpPabOTKOM HUX
NepCoHa/IbHOM MHPOPMALUH.

3HayUTe/JbHBIA OJIOK HOPM 3aKOHA IMOCBSIEeH NpaBaM CyO'bEKTOB IMEePCOHAIbHbBIX
JlaHHbIX (rpakJaH) M KOpPPEeCHOHAMPYIOLUIMM UM O00653aHHOCTAM oOllepaTopoB (JuL,
OPraHU3YWIIUX U OCYLIEeCTBJIALIMX 00paboTKy). KitoueBble NmpaBa rpakJaH BKJKOYAKOT
nosyyeHue HHGOPMALUU O HAJTMYHUU U COCTaBe COOMPAEMBIX ITePCOHANBbHBIX JJAHHbIX, JOCTYII
K HHUM, BO3MOXHOCTb TpebOBaTh HMX YTOYHEHHUS WJIM YHUUTOXKEHUS, 00KaJ0BaHUE
HelpaBOMEpPHBIX JAelcTBUHM omnepaTopoB (cT. 30). OnmepaTophl, B CBOIWO O4Yepe/b, J0JKHbI
oGecrneyrMBaTh KOHQUJEHIMAJBHOCTL U 06e30MacHOCTh 06pabaThiBaeMbIX CBeJEHUH,
pearupoBaTh Ha 3alpoChl TpaXJaH, YBeJOMJATb HUX O MNpeJlpUHUMAeMbIX [JeNCTBUSX,
COTJIaCOBBIBATh Nepeiayy HHOpMaAIMU TPeTbUM JulaMm (cT. 31).

OTaesibHBIE CTaTbU 3aKOHA perJiaMeHTHUPYIOT 0COOEHHOCTH 00pPabOTKU ClelualbHbIX
KaTeropud NepCOHAJbHBIX JAaHHBIX (pPacKpbIBAKOIUX pPACOBOE WM HAIMOHAJIbHOE
NPOUCXOXKJeHHUe, IOJIUTUYECKUE U PeJIMTU03Hble B3IJIAZbl, COCTOSIHME 3[J0POBbS U T.I.), a
TakXe OUOMEeTpPUYECKUX U TeHeTHYeCKUX CBeJeHUH. YCTaHaBJUBAKOTCS OoJjiee CTporue
TpeGOBaHUSA B 4YaCTH IMOJIy4eHHUSI COTJIacusl CyO'beKTa Ha HUX c60p M HCIOJIb30BaHHUE,
JlonycKaeTcsl 06paboTKa TaKUX JAaHHBIX 6e3 corJiacusi TOJbKO B MPSAMO NpefyCMOTPEHHbBIX
3aKOHOM ciy4asx (CcT. 25-26).

HakoHel, 3akOH 3aKpemnJisieT rapaHTHUU 3alMThbl MEPCOHA/JbHbIX JJaHHbIX, 00s3bIBas
ONEepaToOpoOB MPUHUMATb IMPAaBOBble, OpraHU3allMOHHbIE U TeXHUYECKHUe Mepbl [0
obecrieyeHUI0 HX KOHOUJEHIHAJbHOCTH M 6e3omacHocTH (cT. 27). YcTaHaB/IMBaeTcs
OTBETCTBEHHOCTb JIMI], BUHOBHbIX B HapylleHWH TpeGOBaHUN 3aKOHOJATEeJJbCTBA B 3TOU
coepe (ct. 33).

TakuMm o6pasoM, 3akoH «O NepcoOHaNbHBIX JAaHHBIX» (GOPMHUPYET KOMIJIEKCHYIO
CUCTEMY peryJupoBaHus c6opa, XpaHeHHUS U MCHOJb30BaHUS KOHOUJEHIIHATbHOU
MHboOpMauu o rpaxkaaHax. OH cOAep>XUT psij, BaXKHbIX HOPM U MeXaHM3MOB, HallpaBJIeHHbIX
KaK Ha 3alUTy NpaB CyO'beKTOB MepPCOHAJbHBIX JAHHBIX, TAK U HAa YCTAaHOBJEHHE YETKUX
paMoOK W HpoleAyp [AJsl OpTaHU3alMH, BBICTYMAKIUX B POJIM OllepaTopoB. BmecTe ¢ TeM,
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JIOKyMEeHT JIMLIb B CaMOM 0011eM BH/ie 3aTparuBaeT BONPOCH IpUMeHeHUs TexHosiorui MU B
npouecce 06pabOTKU MepPCOHANbHbIX JAHHBIX, UTO TpebyeT Ja/JbHeNIIero HOPpMaTUBHOIO
YTOYHEHHS C yYETOM JUHAMUYHOTO Pa3BUTHS 3TOU chephl.

Passutue TexHosioruii UM u peryimpoBaHue ux NIpMMeHeHUs B Y30eKHCTaHe

Y36ekucTaH B MOCJAeJHUE TOJibl NpeANpPUHUMAET AaKTHUBHbIE LIArM MO Pa3BUTHI0 U
BHE/IPEHHUI0 TEXHOJIOTUW UCKYCCTBEHHOT'O UHTEJ/IJIEKTA B PA3JIMYHBIX OTPACISIX IKOHOMUKH U
roCyJlapCTBEHHOI0 ymnpaBJjeHHUs. YTBepxkJeHa HaluoHasbHasi cTpaTerus MO pPa3BUTHUIO
MCKyCCTBeHHOTro UHTesieKTa A0 2030 roza, KoTopas npeAycMaTpyUBaeT Mephl 110 CO3/1aHUI0
Heo0X0MMOM HUHPPACTPYKTyphbl, NOATOTOBKE KaJ[pOB, CTUMYJIMPOBAHUIO UCCAEJLOBAaHUN U
pa3paboToK B 3TOH chepe.

KitoueBbiMM HamnpaBiieHWsIMM npuMeHeHuss WU  omnpepesieHbl 34paBooxpaHeHUe
(paHHSAA AMArHOCTHKA 3a00/1eBaHUM, IepCOHAIM3UPOBaHHAsA MeIULMHA, pa3paboTKa HOBBIX
JleKapcTB), obpa3oBaHMe (aJanTHBHOe O0Oy4YeHHe, aHa/JU3 006pa3oBaTeJIbHbIX JAHHBIX),
TPAHCHOPT W JIOTUCTUKA (OECNUJIOTHbIE CHCTEMBI, ONTUMU3ALMA MapLIPYTOB), CeJbCKOe
X03(WCTBO (TO4YHOe 3eMJiejeside, YIpaBJeHUEe arponpoueccaMy), HPOMBbIIIJIEHHOCTb
(npenMKTUBHOE OOCIY>XMBaHUe O000pYZO0BaHMUs, KOHTPOJIb KadyecTBa), TOCYyAapCTBEHHOe
ynpaBjeHHe (aBTOMaTHU3alMsl PYTUHHBIX IPOLIECCOB, MOAJEp>KKa MNPUHATUS peLIeHUH,
BbISIBJIEHME PUCKOB) U pAJ ApyTrux chep.

Hapsapay c atumM, BHegpeHue TexHosioruid MU nopoxzaeT psazg BOIpoCOB € TOYKU 3peHHUA
3alUThl KOHOUJEHLHAJTbHON HWHOpMALMUM U MEPCOHAJNbHBIX [AaHHbIX rpaxjaH. HUU-
CHUCTeMBbI CIOCOOHBI COOMpPATh M aHAJU3WPOBATb OTPOMHbIE MACCUBBI JAHHBIX U3 CaMbIX
pPa3HbIX UCTOYHUKOB, YTO MOBBILIAET PUCKU YTEUKU U HEJOOPOCOBECTHOTO UCHOJIb30BAHUS
YyBCTBUTeJIbHOU MHopManuu. MHorue UU-anropuTMmel paboTalT N0 NPUHIUIY «YEPHOTO
ALIMKa», 3aTPY/AHASA UHTEPIpeTaLUI0 U 00'bICHEHHE MTOJIyYaeMbIX pe3yJ1bTaTOB. ITO CO3JaeT
yrpo3y JAUCKPUMHUHALMU W HapyIIeHUs] MpaB 4YesioBeKa MPU MNPUHATHU OPUAUYECKU
3HAYMMbIX pellleHuH cucteMaMu UH.

B cBS3U € 3TUM BaXKHOM 3a/jlauell CTAaHOBUTCSA aJlaliTallisi HOPMAaTUBHO-NIPAaBOBOW 6a3bl
K peanusim MHU-anoxu u dopMupoBaHHMe MeXaHU3MOB KOHTPOJS 3a 0O0OPOTOM [JaHHBIX B
paMKax COOTBETCTBYIOUIMX CUCTEM. B YaCTHOCTH, 3KCIEePThl YKa3bIBAIOT HA HEOOXOAUMOCTh:

- yTOuHeHHUsl mpaBoBoro cratyca HUHU-cuctem u pacnpejeseHHs] OTBETCTBEHHOCTH
MeX/1y UX pa3paboTyrMKaMH, onepaToOpaMHU U MOJIb30BaTe/SIMY;

- YCTAHOBJIEHUSI TPEOOBAHUM K MPO3PAUYHOCTH, 00'bSICHUMOCTH U NoJoTyeTHOCTH UU-
aJITOPUTMOB;

- ompejesieHUs] YCJAOBUHM U TMpoleayp uchnosb3oBaHusa WU jpaa  ob6paboTku
NepCOHAJIbHBIX JJAHHBIX ¥ IPUHSATHSA PellleHUH B OTHOLIEHWU I'PaXK/aH;

- 3aKpenJieHus MpaBa yesoBeKa Ha MoJiydeHre MHPOpMalLlMU O MPUMEHSIEMbIX K HEMY
MHU-cucteMax v 06>ka/loBaHHE UX BbIBOJIOB;

- BBeJleHHUSl [IONOJIHUTEJbHbIX TapaHTUA MNpu 00pabOTKe YyBCTBUTEJbHOU
MHbopMaLU (6MOMETPUYECKUX, TeHETUYECKHUX U MEIUIMHCKUX JaHHbIX) C moMolibio UH.

B YV36ekucTaHe nocteneHHO GOPMHUPYIOTCS HOPMATUBHbBIE PAMKHU [JIsl pETYJIMPOBAaHUSA
npuMeHeHus1 cucteM WU npu paboTe c mepcoHaJbHbIMHU JAAaHHBIMA U KOHQUAEHIUAJbHON
vHdopMalMeld rpaxkJaaH. BmecTe ¢ TeM, MHOTHMe BONpOChbl B 3TOU cdepe ellle MpPeaCTOUT
yperyJMpoBaTh Ha 3aKOHO/IAaTEJbHOM U N0A3aKOHHOM YPOBHE, ONpe/ie/IMB YETKHE KPUTEPUU
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U TpoueAypbl JOMyCTUMOro wucnosb3oBaHuss WU, npaBa M 003aHHOCTHM y4YaCTHUKOB
COOTBETCTBYHOUIUX OTHOLIEHUN, MEXaHU3MbI 3allUThl HHTEPECOB rpaXk/JaH.

Bo3smo:xxHocTH cucteMm UU /1 cOBeplIEeHCTBOBAHUSA 3aLIMThI JAHHBIX

PaszButue TexHosioruii UM oTKpbiBaeT HOBble BO3SMOXHOCTH [JIsl COBEPLIEHCTBOBAHUSA
MeXaHU3MOB XpaHeHUs W 3alllUThl KOHQUJEHIMaJbHOW HHPOpPMALUKM W MEePCOHAIbHbBIX
JlaHHbIX. UHTeNIeKTya/IbHble CUCTEMBI CIOCOOHBI aBTOMAaTU3UpPOBATh U yAEeLIeBUTb MHOTHE
MpOoLeCChl N0 06ecrneyeHr0 6e30MacHOCTH JaHHbIX, KOTOpble paHblie TpeboBald 6OJbLUINX
3aTpaT pecypcoB UM BpeMeHU. PaccMOoTpyUM ocHOBHble HanpaBJsieHus npuMeHenus VU B aTon
chepe.

Bo-nepBbix, UM MoxkeT ucnosib30BaTbCd [iJisl BbISIBJIEHUSI U MPOTHO3UPOBAHUS Yrpo3
MHPOpMALlMOHHON  6e30nacHOCTU. HHTesNneKTya/bHble  AJTOPUTMbl  AHAJU3UPYIOT
OTpOMHbIE MAaCCUBBl [JaHHbIX O KHUOEpPUHIMJEHTAX, BbleJdAS O00Lhe MaTTEPHbI U
MHJWKATOPbl KOMIIpOMeTAalUU. JTO MO3BOJIIET ONepPaTMBHO OOHApyKHWBaTb aHOMAaJIbHYIO
aKTHUBHOCTb B KOPIOPAaTUBHBIX CETSAX M CUCTEMAaX XpaHEHUs [JJaHHbIX, OJOKUPOBAThb
pa3BUTHeE aTaK Ha paHHUX cTaAusax. UM-Moaen cnocoOGHbI BbISIBJASAThL CKPbIThIE YSI3BUMOCTH
B IT-undpactpykType, mnpeAcKa3blBaTb BO3MOXHble BEKTOpPbl U  LeJd  aTak
3JIOYMBILJIEHHUKOB.

[IpyuMepaMy NpaKTU4YECKOTO0 MPUMEHEHUsI TaKuX peuleHU saBjaswoTcad HUU-cuctembl
BbIsIBJIeHUs1 BTOpKeHUU (Al-cuctembl BbisiBieHUs BTopxkeHUH (Al-powered Intrusion
Detection Systems, AI-IDS), koTopble B pexxrMe peajbHOI'0 BpeMEeHU aHAJU3UPYIOT CETEBOU
TpapuK U UAEHTUQULUPYIOT MNOL4O03pUTesbHble COObITUA. OHM HCHOJAB3YIOT METOZbI
MalIMHHOTO O0Oy4YeHHUs JJis [AeTEeKTHUPOBAaHUSI aHOMAJIbHbIX OTKJOHEHHUM OT THIOBbIX
IabJIOHOB aKTUBHOCTU II0JIb30BaTeJied W YCTPOUCTB. JTO NO3BOJISIET BBIABAATH
NpPOJBUHYTbIE YIpo3bl, KOTOPble He OMNpeAeaslTc TPaAULUOHHBIMA CUTHATYpPHBIMHU
MeTOJaMH.

Apyrou npumep - UU-nnatdopmbl 151 NpeJUKTUBHON aHAJIMTUKU KUOepprUCKOB. OHU
arpervpyloT AaHHble 00 yS3BUMOCTSX, YIP03axX U UHIM/AEHTaX 6€301aCHOCTU U3 MHOXeCTBa
BHYTPEHHHUX M BHEIIHUX UCTOYHUKOB (CHCTEMbl MOHUTOPHUHIA, CEHCOPbI, OTKpbIThie B/,
JlapkHeT 4 T.4.). 3aTeM HMH-Mojenr aHa/JU3UPYIOT 3TH JaHHbIE, YTOObl MPOTHO3UPOBATH
HauboJiee BepOSITHble CLiIEHApUM aTaK, OLlEHMBAThb NOTEHIHMAJIbHbIM yliepb, onpenessiThb
IPUOPHUTETHBIE HANlpaBJeHUS IJis YCUJEeHUS 3aUUThI.

Bo-BTOphiX, UM He3aMeHUM JJig aHa/M3a U KjJaccuPUKaUKM MHPOpPMALMU B LEJIX
obecrieyeHus TpebyeMOoro ypoBHS KOHQUAEHUHUAJbHOCTU. B KpYyNHBIX oOpraHu3sanusax
UPKYJHUPYIOT OTPOMHbIE 06'beMbl HECTPYKTYPUPOBAHHOI'0O KOHTEHTA (JJOKYMEHThI, MHCbMa,
4yaThl U T.I.), B KOTOPbIX MOTYT COJEP>aTbCs YYBCTBUTEJIbHbIE NepPCOHA/bHbIE JaHHbIE U
KOMMep4YeCcKue ceKpeTbl. TpaJullMOHHbIE METO/bl KaTeropus3alMhd KOHTEHTa Ha OCHOBe
NpaBUJI He CIIPABJISAIIOTCA C 3TOU 3a/ja4en.

HUHU-cucteMbl NO3BOJISIIOT aBTOMATHYECKH KJacCUPULUUPOBATh HUHPOPMALMOHHBIE
AKTHUBbl 10 YPOBHIO KOHQUJEHUIMAJbHOCTU HA OCHOBe aHa/M3a WX COJEepXKaHMUS.
WHTe/ieKTyasibHble MOJleJId 00y4aroTCs BbISIBJATH MPU3HAKU HaIW4YMs 3allUIIaeMbIX
ceegenunt  (®UO, aapeca, HoMepa [JOKYMEHTOB, KJO4YeBble cjJoBa U T.I.) B
HECTPYKTYPUPOBAHHBIX AAaHHbIX. Ha OCHOBe 3TOro KaX/JoMy AOKYMEHTYy UJIW (parMeHTy
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IpUCBarMBaeTCs MeTKa KOHPUAEHUAJbHOCTH, B COOTBETCTBUU C KOTOPOW OTPaHUYMBaeTCs
JIOCTyN U Nepejiaya UHGOpMaLUHU.

[Ipumep Takoro pemeHuss - miaardopma Microsoft Information Protection. Ona
ucnosb3yeT U f15 aBTOMaTH4YeCKOM MapKUPOBKHU JOKYMEHTOB U IMCEM Ha OCHOBe aHa/M3a
COZIEPKMMOTO M KOHTEKCTa (OTHpaBUTeJsb, moJsydaTesd, Tema). UM-mMozenu nsatdopmbl
NOCTOSIHHO [J000y4aloTCs, MOBbIIIAsA TOYHOCTDb Kaaccudukauuu. [lnatpopma nuHTerpupyercs
C OQUCHBIMU MPUJIONKEHUSIMH, KOPNOPATUBHBIMU MOPTaJaMH, 06JIaYHbIMUA XPaHUIHUILAMU,
obecrneuyrBas CKBO3HYIO 3alllUTy KOHPHUAEeHLMaJIbHON HHPOpPMaLKH.

B-TpeTbux, UM momoraet aBTOMaTHM3UpOBaATh MpoLEcChl 0OecrneyeHUusi NPUBAaTHOCTU
JlaHHbIX. KoMnanuu Jo/pKkHBI CO6JI0aTh TPeOOBaHUSA 3aKOHOJATeJbCTBA U CTaHJAPTOB B
YacTH NOJIyYeHUs COrJIaCUHW CyObeKTOB, NMpefoCTaBJeHUsS HUM [JOCTyna K coOHpaeMbIM
CBeleHUsIM, yJaJ/leHusl JaHHbIX MO0 3amnpocy U T.J. PydyHad o6paboTKa TaKUX 3alpOCOB
OTHHMaeT MHOT'0 BpeMeHHU U YpeBaTa OLIUOKaAMU.

UHU-pewrenus 6epyT Ha cebs ynpaByeHUMe LUQPPOBBIMH COTJIACHSIMU MOJb30BaTeJsIeH,
aBTOMATHUYECKU NMPOBEPSIOT UX HAJMYHE MPU MONbITKE 06PAabOTKH MepPCOHANTbHBIX JAaHHBIX.
YaT-60Tbl U BUpTya/ibHble acCUCTeHThbl Ha 6a3e MU MoryT npuHuMMaTh M 06pabaThIBaTh
3alpocbl TpaKJaH Ha IMpeAoCTaBjJeHMe HHPOpPMalMU M OT3bIB COrJIacUH, (opMUpYA
HeoOXoJMble JaHHble W3 BHYTpPeHHUX cuUcTeM. HWU-anaroputMmel KjaacTepusayuu H
006e3/IMYUBaHUSA JaHHbIX IOMOTAKT MOATOTOBUTh UX JJIs aHAJIUTUYECKOT'0 UCIO0/Ib30BaHUSA
6e3 yrpo3bl IeaHOHUMU3ALMHU.

Tak, cTapTarn OneTrust npejJaraetT niaTopmy aBTOMaTHU3aL U
KOHpUAeHIUAJbHOCTH Ha 6a3e MU. Pemenue ckanupyet IT-cucTeMbl KOMNAHUU, HAXOAUT
XpaHslluecs IMepCcoHalbHble [aHHble W CBA3bIBAeT HUX C LUQPPOBBIMU COTJIACUSIMHU
noJib30BaTeJsiel. ABTOMaTH4YeCKHe NPOoLecchl 06pabaThIBAlOT 3aIPOCHI CyO'beKTOB Ha JOCTYII,
WCIIpaBJieHWe U yjajeHWe JaHHbIX. CnenuanbHbli UU-mMomysnp B pexuMe peasibHOTO
BpPEMEHM Ol|eHWBAaeT PUCKU NpPU 00paboTKe JaHHBIX U GOpMHUpPYyeT peKOMeHJaluu MO KX
MUHHMU3ALUY.

PucKHY ¥ BbI30BBI MCNI0JIb30BaHusA U B chepe 3auThl JaHHBIX

Hapsiy ¢ oTKpbIBalOLIMMUCSA BO3MOXXHOCTSIMH, IpUMeHeHUe cucteM MU a5 paboThl ¢
KOHQUAEeHIIMa/IbHOW  HUHPOpMaLMerd W  NepCOHaJbHbIMKM  JAHHBIMU  HeceT  pAf
NOTEHLMAJIbHBIX PUCKOB M BbI30BOB. OHU CBfI3aHbl KaK C TeKYIIMMHU OTrpaHUYEHUAMH
TEXHOJIOTUM, TaK U C ONACHOCTbIK 3JI0OHAMepeHHOro wucnoJsb3oBaHuss WUWU. OcHoBHbIE
npo6JieMHble 30HbI BKJIIOYAIOT:

1) Huskyw UHTepnpeTUpyeMOCTb M mpo3payHocTb HHU-mopenert. MHorue
COBpEMEHHbBIE aJITOPUTMBbI IJIYOOKOro 00ydyeHUs1 paboTal0T N0 NPUHLIUITY KYEPHOTO SLUKa».
OHU BBIJAIOT pe3y/ibTaTbl U PpeKOMeH/jallii, HO He 00'bSICHSIIOT B IBHOM BU/JIE JIOTUKY CBOUX
BbIBOJIOB. IJTO KPUTHUYHO B TaKUX YYBCTBUTEJbHBIX 00JIaCTAX, KaK MeJUIUHCKaAs
JINarHOCTUKA WJIU BblsiBJIeHHe QUHAHCOBBIX NpecTymnaeHuil. Pemenus MU, npuHuMaemble B
OTHOIIEHUHU TPaXKJaH, JOKHbI ObITh MOHSATHBI U IPOBEPSIEMBI.

3akpbiTocTh UU-Mofenieil 3aTpyAHsAeT ayAuT UX pabOThl HA COOTBETCTBUE HOpPMaM
3aKOHOJIaTe/JbCTBA O MEpPCOHAJbHBIX JaHHbIX. HemoHATHO, Kakue CBeJeHUSA CUCTeMa
WCII0JIb3YeT AJis1 00y4eHUs], KaK OrpaHUYMBaeTCs UX paclpocTpaHeHUe, obecrieynBaeTcCs JIU
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IpaBoO CyO'beKTa Ha yJajeHre JaHHbIX U3 obydarolleld BbIOOPKU U T.A. Bce 3TO moBbimiaeT
PUCKHU He3aMETHBIX yTeYeK U HapylleHU KOHPUAEeHI|UATbHOCTH.

2) TpyzaHOCTH B 06ecriedeHUM KayecTBa JaHHbIX A5 00ydyeHusa UU-mopeneit. ToyHoCTh
paboTbl UHTE/JIEKTya/lbHbIX QJTOPUTMOB  HAaNpsIMyK0 3aBUCUT OT o00beMa W
penpe3eHTAaTUBHOCTH JlaHHbIX, HA KOTOPbIX OHMU O0Oy4YalTCsd W TecTUPYHOTcd. [lpu 3Tom
JIOCTYII K pea/IbHbIM KOH(QUIEHIIMa/IbHbIM CBeleHUAM (MeAULIMHCKUM 3alrCAIM, 0aHKOBCKUM
TpaH3aKIMAM U T.I.) AJ151 TpeHUupoBKU UH, kak npaBu/i0, orpaHUYEH.

Ucnonb3oBaHue /11 00y4YeHHUs1 CUHTeTUYeCKUX UM 00e3/IMYeHHbIX JJaHHBIX He Bcerja
obecnieuMBaeT HeoOxoAHMMOe KayecTBO Mogesied. Hanpumep, B 2021 r. ctaptan Recursion
Pharma wucnosb3oBa/ TreHepaTHBHO-COCTsI3aTesibHble Hellpocetu (GAN) paaa cuHTesa
MeJULMHCKUX U300pakeHUW B 00x0J NpUBAaTHOCTU. OHAKO CreHepHpOBaHHble CHUMKHU
OTJIMYAJIUCh OT peaibHbIX, MOJEJU JUAarHOCTUKH OKa3bIBAJUCh HETOYHbIMU. PUCKU AJs
NalMeHTOB OT UCNO0J1b30BaHUsl Takux UM-cucTeM CIUIIKOM BeJIMKH.

3) /leaHOHMMM3aUUI0 U YTEYKH JaHHBIX U3 00ydalolUX BbIOOpOK. [l TpeHUPOBKHU
HUHU-moneneit Ha KOHOUAEHIHAJbHBIX MaCCHMBax JdaHHble OOBbIYHO 00€3JMYMBANOTCA -
YyAAJNSAI0TCA NpsIMble HAeHTU(PUKATOPbI CyO'beKTOB (MMeHa, aZpeca U T.1.). OHAKO eCTb PUCK,
YTO OOy4YeHHasi MOJesib «3allOMHUT» YeTKHe NPUMepbl U3 BbIOOPKM U PaACKpPOET UX MO0
3anpocy. 3JIOYyMBILIJIEHHUKU MOTYT HCIOJb30BaTb 3Ty YA3BUMOCTb /JJis LieJIeBOU
JleaHOHUMMU3ALMU TPaK/aH.

Tak, B 2020 r. uccsiejoBaTes M CMOTJIA BOCCTAHOBUTDL MEPCOHAIbHY0 MHOPMALIMIO U3
oby4amwluiei BbIOOpKHU s13bIKOBOU Moaenu GPT-2, aTakys ee crieiuasibHO CGOPMHUPOBAHHBIMHU
3anpocaMd. Mojieslb TOYHO BOCIPOM3BeJa HECKOJbKO peasibHbIX KOHQUAEHIIMaJIbHbIX
TeKCToB, cofepxaBmux ®UO, agpeca u TenedoHbl JoAel. YUUThIBass YyBCTBUTEJIbHOCTD
JIaHHBIX /51 o6yyeHus MHU-cucTteM, Bonmpoc NpeAoTBpallleHUs] TaKUX yTeYeK CTOUT O4YeHb
0CTpoO.

4) Ucnonb3oBanue WU 30yMblllziIeHHUKAaMU [Jis aTaK U BpeJOHOCHOU J1eTeJIbHOCTH.
KubepnpecTynHUKK TOXe NPUMEHSIOT TexHoJ0ruu WU, 4ToObl ckaHUPOBATh YSI3BUMOCTH,
noA6upaTh MapoJiki, aBTOMAaTHU3UPOBAaThb (QUIIWUHTOBbIE PACCBUIKH, OOXOAUTb CUCTEMBI
3amuThel. C nmomouibio HWHU-anropuTMOB OHU MOTYT aHAJIU3UPOBATH OOJIbIIME MACCUBBI
YKpaJleHHbIX JaHHbIX, BBISBJATb 10 KOCBEHHBIM IIpU3HAaKaM HauboJiee LEHHYIO
MHbOpMaLuI0 (AOKHOCTH, YPOBEHD JOX0/|0B, KDYT KOHTAKTOB U T.[.).

NUU-Mozeny couuaibHOM HMHXKEHEPUM OOy4aloTCs Ha CAMBax JAaHHBIX U Ha OCHOBE
ny6JM4HOT0 LUGPOBOroO ce/ia JloJjed TOUeuHO NoAO0HUPaTh METO/1bl BO3/I€MCTBUS: BbISIBJIATh
yA3BUMOCTH, MNOAJAeJbIBaTb  rojoca JAjsg  TejJepOHHBbIX  aTakK, TIeHEpUpOBaTh
IepCOHAJIM3UPOBAHHbIN QUILIUHIOBbINM KOHTEHT. PacTeT onacHocTh ucnosib3oBanusa MU ansa
noaaeaku Ju4HocTHU (deepfakes) B MOIIEHHUYECKUX U IPECTYMHBIX LEJISX.

5) HeobxoauMocTb obGecnedyeHus: 6Ge3onacHocTu camux HWU-mopeneit. Ilo mepe
pacnpoCcTpaHEHUs] UHTEJNJEKTYa/llbHbIX CUCTEM B KPUTUYECKH BaXKHbIX OTpacasiX -
JHepreTUKe, TpPaAHCIOPTe, 3/paBOOXpaHeHUH, (UHAHCAaX - OHU CaMH CTAHOBATCH
IpUBJEKaTeJbHbIMUA LeJSIMU [iJI1 3JIOYyMbIIIJIEHHUKOB. B3JioM WM mojgMeHa MoJesiel,
onpeesisIloIMX YPOBeHb KOHPUAEHIMAJbHOCTH JJAHHBIX, MOXKET NMPUBECTU K MaCIITaOHbIM
yTedKaM U HapyluleHUsM MpaB Ipak/iaH.
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Ocobyro 0mnacHOCTb MNpeACTaBJAAIT aTaku Ha WU-Mojenu mo npuHUMNy «4epHOro
ALIMKa», KOrja IpecTYNHUKY He HYXXHO 3HaTb BHYTPEHHee YCTPOHUCTBO CHUCTEMBI.
MaHunynupys BXOAHBIMU JAHHbIMH, OH JJ0OMBaeTC HYXXHOW eMy peakuuu. Hanmpumep, B
OZJHOM MCC/Ie[JOBaHUM y4deHble CMOIJIM 06MaHyTb HU-knaccuPukaTop peHTreHOBCKUX
CHHUMKOB, /J06aBUB B U300pakeHUsl BU3ya/bHO He3aMeTHbIA yM. B 100% ciydyaeB Moze b
OIIMOOYHO [AMATHOCTHPOBAJA PaK JIETKUX Yy 3/0pPOBBbIX NMalHWeHTOB. Takue aTaku MOTYT
MCII0J1b30BaThCA /14 LieJleHallpaBJeHHbIX yTeyeK Me/lJaHHbIX.

OTZe/IbHOTO BHUMaHUA TpebyeT 0e30IaCHOCTb JeleHTPa/M30BaHHOIO MallMHHOIO
00y4yeHHsl, KOTOpOoe HabupaeT MNONYJSAPHOCTb [Js paboOTbl C KOHPUAEeHLMaJbHON
vHbopManuell (HanpuMep, B MeJULIUHCKUX PeJlepaTUBHBIX ceTsAX). [Ipu Takom noaxoxne UU-
MoZieJIM 00y4aloTCA JIOKQJIBHO Ha HECKOJIBKMX y3Jlax 0e3 mnepefayd caMux JAaHHbIX. Ho
3JIOYMBIIIJIEHHUK MOXET CKOMIPOMETHpPOBAaTb OJWH W3 Y3JI0B, NOJAMEHHUB TIpPaJMeHThI
MoJlesIM JJIl  «OTpaBJieHUss» o6ydyeHus. TpebyroTcs HOBble MeTOJbl 3allUThl TaKHUX
pacrnpezie/IeHHbIX CUCTEM.

TakuM ob6pa3oM, Hapsy C nepcneKTMBaMu, BHeJpeHue MU B MpakTHUKy XpaHeHUS U
00pabOTKH KOHOUJEHIUAJIbHOW HWHPOpPMAIUM CONPSIKEHO C KOMIJIEKCOM CJIOKHBIX
TEeXHUYECKHX, NpPaBOBbIX M 3THYECKHUX BbIZOBOB. MX mNpeososieHHe TpebyeT aKTHBHOTO
COTpPYAHHUYECTBA peryJsaTOpOB, pa3pabOTYMKOB, BJIAJe/bleB JAaHHbIX M He3aBUCHUMBIX
skcnepToB. Hy>kHbI TMOKKMe IpaBOBble HOPMBI, CTUMYJIMpYIOLIYe BHeJpeHre nepesoBbix MU -
pelleHUMH NpU 06s3aTeJbHOM COOJIIOJIEeHUU NpaB U MHTEPECOB rpakJaH. BakHywo poJib
JIOJDKHO UIrpaTh pasBUTHE CTAaHAApPTOB M MeTOLOB obecriedeHUs TNPO3PAaYHOCTH,
6€e30MaCHOCTHU U KOHTpoiMpyeMocTH MU-crucTeM B 4yBCTBUTE/IbHBIX 00J1aCTAX.

PexoMeHan My no aaanTanuu HOPMaTUBHOM 6a3bl

3akoH «0 mepcoHaNbHBIX JaHHbIX», NpUHATBIA B 2019 roay, 3a/0KuJl NPaBOBYIO
OCHOBY /IJIs1 3alMThl KOHOUIeHIIMAIbHOU UHPOpPMAIUK T'paxkJaH B Y36ekuctaHe. OjHaKo
CTpeMHUTeJIbHOEe pa3BUTHe W BHeJjpeHHe TexHosorud WU cTaBUT HOBbIE BOIPOCHI,
TpeObyolue 3aKOHOJaTe/IbHOTO peryanupoBaHus. s adpdekTUBHON aZjlanTallud NpaBOBOrO
10J15 Lesieco06pa3Ho peasiM30BaTh CeAyI0lMe aru:

1) Beectu B 3akoH omnpepenenve WU-cucteM, ycTaHOBUTHL 00lLHe TPeOOBaHUSA K MX
pa3paboTKe U MCIOJIb30BaHHI0. YeTKO 00603Ha4YuTh, 4TO npuMeHeHue UMW nia o6paboTku
NepCOHAJIbHBIX JAHHBbIX JONyCKaeTcs, HO JOJPKHO OTBedaTb NpPHUHLMNAM 33aKOHHOCTH,
[IPO3PAa4YHOCTU M NOAKOHTpOJIbHOCTU. Mcmosb3oBanue HWHW He cHuMaeT ¢ omepaTopoB
OTBETCTBEHHOCTH 3a obecrieyeHMe KOHPUEeHMaTbHOCTH U 6€30N1aCHOCTH CBEJIeHU .

2) 3akpenuTb NpaBO TpaxkJaH Ha MNoJydeHHe HHPoOpMaluU 06 HCIOJIb3yeMbIX B
oTHOoleHMU HUX UU-Mofensax, UX Ha3HAYeHUM UM OCHOBHBIX NpHUHLHMNAX paboTel. 0643aTb
OIepaToOpOB MpeAOoCTaB/JAThL MO 3alpocy CBeJleHUs O LessAx npuMeHeHus WU, cocrase
obpabaTbhiBaeMbIX J@HHbIX, Mepax [0 3alUuTe KOHPHUAeHLHaJbHOCTH. OnpenenuTb
UCKJIIOYEeHHUs, KOIZlda pacKpbITUe MOXeT OrpaHUYMBaTbhCA (rocraiHa, PpPUCKU JJId
6€30MaCHOCTH U T.IL.).

3) YcTaHOBUTBH 0COOble YCJI0BUA JJis 00pabOTKU OMOMETPUYECKUX M IeHeTHYeCKHX
JlaHHBIX TpaXkaH ¢ nomoilbio UU. B yacTHOCTH, BBeCTU TpeboBaHUE NOJIYYeHHUS OTeJIbHOTO
SIBHOTO COTJIacHsl Cy6'beKTa Ha UCIO0Jb30BaHUE TaKUX CBeJleHUN /s 00yyeHus UU-mopenelt.
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3akpenuTb NpaBO TpaXkJaH 3ampeliaTb NPUMEHEHUWe HUX OUOMETPUU U TeHeTU4YeCKOU
nHbopmanuu B UU-cucTeMax 6e3 J0CTaTOYHBIX IPABOBBIX OCHOBAHHUM.

4) BBecTH [ONOJIHUTEJbHble FapaHTUHU NpaB TpaKJaH NpPU aBTOMAaTU3UPOBAHHOM
NPUHATHM HOPUAMAYECKHM 3HAYUMMbIX pelleHUWHM cucremMamu WU (Hanpumep, B 4yacTu
Npe/iCTaBJeHUs KpeAUTOB, paclnpejesieHUs COLMaJbHOM mnoMowud U T.J.). 06g3aThb
MCIOJIb30BaTh Mpo3pauyHble UM IpoBepsieMble MoOJeJH, MNpPeAOoCTaBJIATb TpaxKJaHaM
JleTaJibHble pa3bsCHEeHUs, 0OecledyuBaTb BO3MOXXHOCTb OCHApPUBAaHUS M KOMIIEHCALUU
BO3MO>KHOT0 BpeJa.

5) PernameHTHpOBaTh TpebOBaHMA K 00eCleYeHUI0 KayecTBa U penpe3eHTaTUBHOCTHU
JlaHHbIX AJs obydyeHuss UU-Moneneli, paboTawiux ¢ KoHQUAeHIIMaIbHOW MHbOpMalue.
06s3aTh OnepaTOpPOB NPUHUMATh Mephbl N0 BbIIBJIEHUIO U YCTPAaHEHUIO BO3MOXXHBIX OLIUOOK
M HCKaXeHHMH B 0O0ydalolUX BBIOOpPKAax. YCTAaHOBUTb HEOOXOJUMOCTb INEepUOJUYECKOU
IPOBEPKU TOYHOCTH U aKTyaJIbHOCTH MO/ieJiell Ha TECTOBbIX JAHHBIX.

6) OnpenenuTsb NpaBua 06e3/IMUMBAaHUS IEePCOHANBHBIX JAHHBIX, UCIOJAb3YEeMbIX [
paspabotkn  HUU-pemieHuil. 3akpenuTb  TpebOBaHUsS MO  yJaJe€HUI  MOPSMbIX
UJIeHTUPUKATOPOB, arperupoBaHUI0, BHECEHUIO CAy4YalHBbIX BO3MYLIEHUN B BbIOOPKHU [AJif
3aTpyZJHEHUs NOCAeAyIlleld JeaHOHUMU3auuu. [lpefycMOTpeTb OTBETCTBEHHOCTb 3a
YMBIIIJIEHHOE HWJIM HEOCTOPOXXHOE PAaCKpbITHUE NEePCOHAJbHBIX JaHHBIX K3 00y4YalolUuX
MaCCHUBOB.

7) llpepycMoTpeThb 00s13aTeJIbHYI0 OLIEHKY PHUCKOB BHeJpeHus HHU-cuctem s
KOH(UAEHIIMaJbHOCTY U MPUBATHOCTU TPaXK/JaH [0 HavyaJsa UX dKCIJIyaTalluh. YCTaHOBUTH
nepedyeHb BONPOCOB, KOTOpble JOJOKHBI OBbITh NPOAaHAJM3WPOBAHbL: IeJIM W CIOCOOBI
ucnoJsib3oBaHus MUY, kateropuu ob6pabaTbiBaeMbIX JAHHbIX, METO/bI 3aLUTh], pUCKH YTEeUEK
Y HeCaHKLMOHMPOBAHHOTO JI0CTYIa, BO3/leliCTBYE Ha IpaBa CyO'beKTOB U T.J.

8) YcuuTh NpaBoOBble MeXaHM3Mbl HaJ[30pa U KOHTPoJIsA 3a UU-cucTeMaMu co CTOPOHBI
YIOJIHOMOYEHHOr0 OpraHa. PacluMpuTb ero mnOJHOMO4YHMS MO MPOBEJEHHUI0 TNPOBEPOK,
skcnepTu3bl UM-Mofeneli, paboTawlUX C NePCOHATBHBIMU JJaHHBIMUA. YTOYHUTb COCTaBbI
IpaBOHApPYLIEHW U Mepbl OTBETCTBEHHOCTU ONlepPaTOPOB 32 HECOOJ/II0ieHHe TPeOOBaHUM 10
6e30MaCHOCTH U KOHPHUAEHIIMAIbHOCTH PU UCH0JIb30BaHuU UU.

9) IlpeaycMoTpeTb Mepbl NOAAEPXKKU BHEJPEHUS MEPCIEKTUBHBIX METO/I0B 3aLUThI
KOH(UAEHIIMaJbHOCTU NpU 06paboTke AaHHbIXx UU-cucTemamu. B yacTHOCTH, yCTaHOBUTDb
npedepeHLMM NO HajoraM M cbopaMm /il OpraHU3al Ui, NPUMEHSIIIUX NPOJBUHYTbIE
Privacy Enhancing Technologies (romomopdnHoe mudpoBaHue, pefepaTUBHOE 0OyYeHMUE,
nuddepeHMabHYI0 IPUBATHOCTD U T.IL.).

10) TlapmMoHM3MpOBaTh HAlMOHAJIbHOE 3aKOHOJATEJbCTBO C MEX/JyHapOJHbIMU
HOpPMaMH U CTaH/JAapTaMU B 06JIaCTH 3alUThl NEPCOHATbHBIX JaHHbIX NPH HCI0Jb30BaHUU
WU (mokymentsl O03CP, CoBera EBponbli u T.4.). IlpeaycMoTpeTb MeXaHU3MbI
TPAHCTPAHUYHOT'0 COTPYJHUYECTBA KOMIIETEHTHBIX OPraHOB 10 BoNlpocaM KoHTpoJis 3a UU-
CUCTeMaMHU U paccyie[j0BaHUSl HHIU/IEHTOB C epPCOHAJbHBIMU JaHHBIMHU.

[lepeuncieHHble NpeaJI0KEHWS TPU3BaHbI CO3/jaTh COa/ITaHCHPOBAHHbIE PETYJ/ISATOPHBIE
yCJIOBHs, CINOCOOCTBYyMOIMe pa3BuTHi0 MU B Y36ekucraHe mpu obecrnevyeHUU [IODKHOU
3aliMTbl NpaB M CBOOOJA TrpaJaH. BaKHO BBICTPOMTb NOCTOSIHHBIM JHaJOT MeXAy
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3aKOHO/IaTe/IsIMH, PeryJsTopaMyd, OU3HECOM M 3KCIEePTHBbIM COOOLIECTBOM JJs IOHCKa
ONTUMaJIbHBIX IPABOBbIX pellleHWH, OTBeYaoLUX JUHAMUKe TEXHOJIOTUYeCKOro nporpecca.

OpraHusalnMOHHbIE U TEXHUYECKHE Mepbl COBEpPIIEeHCTBOBAHM A 3a1UThl JAHHbBIX

[Tomumo ajanTanuu HOPMaTHUBHOH 6a3bl, apPpekTUBHOE obecrneyeHue
KOHQUJEHIMaJIbHOCTY UHPOpMALUK B YCJ0BUAX pacnpoctpaHeHuss UH-cuctem TpebyeTt
NPUHATHUS KOMILJIEKCA OpPraHU3allMOHHbIX M TEXHUYEeCKHX Mep KaK Ha YpOBHe
YIOJHOMOYEHHBbIX TOCOPraHOB, TaK M Ha YpOBHEe OIepaTOpPOB MNEpCOHAJbHBIX JaHHBIX.
KitoueBble HanpaBJ/ieHUs pabOThl BKJIIOYAIOT:

1) Pa3BuTHe MeTOAOJIOTUM U CTAHJAPTOB OLlEHKU pUcKoB UU-cuctem s 3alUThl
IepCOHA/IbHBIX JAHHbIX. YIIOJIJHOMOYEHHOMY OpraHy Heo6XoAuMO CPOpPMUPOBATH YeTKHUeE
KPUTEPUU U METPUKHU aHAIM3a yrpo3 6€30MacHOCTH U KOHQUEHIIMAIbHOCTH Ha BCEX dTanax
)KU3HEHHOI'0 IMKJIa WHTEeJJIEKTyaJbHbIX peLIeHUW - OT NpPOEeKTUPOBAaHUS U 00ydyeHHUs
MoJieJiel 10 SKCIJIyaTallii U BbIBO/IA U3 YIIOTPebIeHHUS.

2) BHegpenue 3¢deKTUBHBIX Mpoueayp ayauTa U ceptudukanuu HMU-cucrem Ha
COOTBETCTBHE HOPMaM 3aKOHOJATe/bCTBA O MEPCOHA/IbHBIX JaHHBIX. PerynsaTop [LoJikeH
06/1a/]laThb UHCTPYMEHTAMH U KOMIIETEHLUSIMU JJIs IPOBEPKU NPO3PAaYHOCTH, 6€30MaCHOCTH
M TOAKOHTPOJIBHOCTH  aaroputMmoB. llesecoobpa3Ho  3aAelcTBOBAaTh  MOTeHLHAJ
HEe3aBUCHUMbIX OTpPAC/JEBbIX IEHTPOB KoMImeTeHUUH nmo MW a1 nmpoBeseHUs] 3KCIEPTU3BI
pelleHUH .

3) Pa3paboTka MexaHU3MOB 00'bSICHEHUS JIOTUKU NPUHATUSA pelieHUE UU-Mopensmy,
3aTparvBamlIMX IpaBa M HHTepechl TIpakJaH. YNOJHOMOYEHHbIM OpraH COBMECTHO C
Hay4YHbIM COOOILECTBOM JOJ/KHBI ONpeJieIMTh YHUGULUPOBaHHbIE CIIOCOOBI MHTEPIpeTaL 1
U JOKyMEHTUPOBAHUS TAKUX aJroputMmoB. OmepaTtopbl MU-cucTteM 06s13aHbI 06€CMEYUTh
BO3MOXXHOCTb IOJIYyY€HHS] 4YeJOBEKOYHMTAaeMbIX OODbSCHEHHWHM IO 3alpocy peryJasToOpoB U
Cy0'beKTOB JJaHHBIX.

4) O6s13aTesIbHOE omnpejieseHue OTBETCTBEHHBIX 3a obecrnieyeHue
KOHQUJEHIUAJIbHOCTU TNpU UcnoJb30oBaHUU HMU-uHCTpyMeHTOB B opraHusayusax. B
JIOMIOJIHEHUE K CTPYKTYPHBIM I0/[pa3/ie/IeHUsIM I10 3alUTe JaHHbIX, PEKOMEH/IyeTCs] BBECTH
JIOJDKHOCTU CelaJucToB no 3tuyeckuM acnektaM WU (Al ethics officers). B ux 3agauu
JIOJDKHBl  BXOJUTb BbISIBJIEHHE U KOHTPOJIb PHUCKOB HHTEJJIEKTYaJIbHBIX CHCTEM,
B3aMMO/IeHCTBHUE C PETYJISTOPAaMHU, peardpoBaHue Ha 06palleHusI FpaXK/aH.

5) CoBepleHCTBOBaHUE CUCTEM YNpPaBJEHUS COTJIACUSMU I'paxk[jaH Ha 0O6pabOTKy MX
NepCOHANbHBIX JaHHbIXx B HU-pemeHusix. OnepaTtopam ciefyeT 006eCHedyuThb Y/0O0HbIE
vHTepdeichl JJis OT3blBa paHee JAaHHbIX pa3pelleHMH M 3ampeTa Ha MCHNO0JIb30BaHUeE
CBeIeHUHA B ajroputMmax. [Ipu 3TOM JO/DKHBI NPUHUMAThCS Mepbl [AJiI MUHUMU3ALUU
HEraTUBHOTO BJIUSIHMSA HAa pabOTOCIOCOOHOCTh CEPBUCOB M COXPAaHHOCTH arperupoBaHHbIX
Mo/eJien.

6) IlceBaoHMMU3ANMA U AHOHWMU3AIUs MEPCOHANBHBIX JAHHBIX, TPUMEHSIEeMbIX JJIs
0o6y4yeHuss U TectupoBaHus MU-mopeneinr. Heo6xoAMMO MUHUMHU3UPOBATh HCNOJIb30BaHUE
npsaMbIX uaeHTUUKaTopoB rpaxgaH (PUO, mnacnopTHbIX [JaHHBIX U T.L.) B
MallMHOYMTaeMbIX MaccuBax. CiiefyeT 1LiMpe 3aJeWCcTBOBaTb MeToAbl (GOpMHpPOBaHHUSA
CUHTETHYEeCKUX BbIOOPOK, HE MO3BOJISIOLIUX YCTAHOBUTbH JIMYHOCTU peajbHbIX CyO'bEKTOB
JIAaHHBIX.
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7) ObecneyeHue KpunTorpapuieckom 3aujUuTbhl KOHQHUAEHIMATbHBIX JAHHBIX HA BCEX
sTanax ux obpaborku MU-nHcTpyMeHTaMu. OmepaTopaM HY>KHO BHeJpATb COBpPEMEHHbIE
MeTo/bl WHPPOBaHUSA, MO3BOJAKIIME aHAJW3UPOBAThb HHPOpMaLUI0 6e3 paclinPpOBKU
(romomopdHoe wmuMdpoBaHHe). ITO OCOOEHHO BaXKHO MpPHU IepeAadye JAaHHBIX MEXAY
y4aCTHUKaMM KpOCC-OPraHM3alMOHHOTO 00y4yeHHs MoJiesiel, UCN0J1b30BaHUM BHellHux NHU-
CEepBHUCOB.

8) 3amura camux UU-mMozesiel OT aTak M HECAHKIMOHUPOBAHHBIX MOAUPUKALUN CO
CTOPOHBI BHEIIHUX W BHYTPEHHUX 3JIOyMBbIIIJIEHHUKOB. TpebyeTca obecneynuTb
6e3omacHOCTb UHTepdelcoB 00ydYeHUS U BBIBOJA aJrOPUTMOB, INPUMEHATb METO/bI
BbIIBJIEHUSI  COCTAA3aTesJbHbIX INpuMepoB (adversarial examples). JlookHbBI  OBITb
npeayCMOTPEHBI IPOLeAyphbl pearupoBaHusa Ha MHIUAeHTHI Ub ¢ UH-cuctemamu.

9) Pa3BuTHE KOMIIETEHLUH COTPYAHUKOB OpraHM3alnMid B 06J1aCTU MPUBATHOCTU NMPHU
ucnosb3oBanuu HMU. CinepgyeT opraHu3oBaTh cClieluajbHble ydeOHble NpPOrpaMMbl IO
KOH(}UIeHIIMa/IbHOCTH JlaHHBIX s KOMaH/j-pa3paboTYMKOB UU-pewrenuy,
aIMMHUCTPATOPOB 6e30MacHOCTH, MeHe/PKEPOB MPOAYKTOB. IJTH 3HAHUSA MO3BOJAT
YUYUTBHIBAaTh TpPeOOBAHUS 3aUlMThl MEPCOHAJbHOW HWHPOpPMALUM H3HAYaJbHO, Ha 3Tale
NPOEKTUPOBAHUSA UHTEJJIEKTYabHBIX CUCTeM (npuHLun Privacy by Design).

10) IloBpimleHHME OCBeLOMJIEHHOCTH M LU(POBOW I'PaMOTHOCTU TpaKJaH B 4YacCTH
ocobeHHOCTeN c60pa U 06pabOTKKM UX AaHHbIX cucTeMaMu MU. Heo6xoquMo Ha AOCTyHOM
A3blKe Pa3bsCHATb NpaBa CyO’b€KTOB B OTHOIIEHWM aBTOMAaTU3UPOBAHHO MPUHUMAaeMbIX
pellleHUH, CNocobbl peasu3aldd 3ITUX MpaB. BaxHO BoOBJieKaTb MpeJCcTaBUTeEeN
rpaXkJaHCKOTro 0611iecTBa B 00CY»K/leHHe BONIPOCOB 3TUYHOro npuMeHeHus1 U s paboThl ¢
nepcoHa/JibHOM UHPOpMaILUEH.

Be3yc/0BHO, NepedyucIeHHble Mepbl He SBJSIOTCA HCYEpPNbIBAIIMMU U OyAyT
TpaHCPOPMHUPOBATbCS MO Mepe pPa3BUTHUA TexHoJioruyeckoro JaHgumadra. OfHAKO OHHU
3aKJ1a/|bIBAlOT OpraHM3alMOHHO-TEXHUYECKYI0 OCHOBY s obecreyeHus
KOHQUJEeHIUaJIbHOCTH B UU-cuctemax B Cpe/iHECPOYHOU nepcrneKTUBe.
CkoopauHUpPOBaHHasA paboTa peryJssiTopoB, 6M3Heca U 00LIecTBa MO 3TUM HalpaBJeHUIM
NO3BOJIUT peajiu30BaTh MOTEHIMa/]l HWHTEJJEKTyaJbHbIX peLlleHUd [ TOBbILIEHHUS
KayecTBa yCJIyT U IPOLEeCCOB PHU COO/0AeHUU pYHaMeHTa/lbHbIX IIpaB YeJIoBeKa.

3ak/IloyeHue

TakuM 06pa3oM, CTpeMUTeNbHOE pa3BUTHE TEXHOJIOTMH UCKYCCTBEHHOI'0 UHTEJIJIEKTA
HeceT KaK HOBble BO3MOXHOCTHM, TaK W HOBble PpUCKH JJsd cdepbl 3alUThI
KOHOUJEeHIMa/IbHOM HMHPOpPMalMM M MepCOHaJIbHBbIX JlaHHbIX TpaxkzaaH. MU oTkpbiBaeT
NPUHLMIIMAJBHO UHbIe TOPU30HTHI COOPA, aHa/IM3a U IPUMEHEeHUs CBeJIeHUN O JIIJAX, YTO
CTaBUT BOMNPOC 006 aJleKBAaTHOCTU CYLIECTBYIOLUX PEryJsiTOPHbIX M OPraHU3allMOHHbIX
MeXaHU3MOB.

[IpoBefileHHbI  aHa/lW3  NOKa3blBaeT, 4YTO MpaBOBOe ToJie  Y30eKHUCTaHa,
cbopMupoBaHHOe 3akOHOM «O MepCcOHaNbHBIX JAHHbIX», HYXK/JAeTCsl B LieJieHalpaBJIeHHOM
COBEpLIEHCTBOBAHUM JJi 3pdeKTUBHOro ynpamiyieHUsi puckamu MU-cucteMm. Heobxoaumbl
3aKOHO/laTe/JibHble HOpPMbI, Ob6ecneyrBawllye MPO3pavyHOCTb U MNOAKOHTPOJibHOCTL WUU-
aJITOPUTMOB, YCUJMBAIOLMe MpaBa IpaXkJaH, BHeApPsIOLIMe MeXaHW3Mbl OLlEHKH PUCKOB U
OTBETCTBEHHOCTH ONEPATOPOB.
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B To e BpeMmd, KJIWO4YEeBBIM (GaKTOpOM obecnedyeHUs [JOJHKHOIO  YPOBHA
KOHQUAEHIUAJbHOCTA B HOBBIX TEXHOJOTHYECKUX peaNUsX CTAHOBSTCS MNPOAKTUBHbIE
JleICTBMSl KOMINAHUMM MU opraHusauuil. UM mnpegctouT TpaHCGOpMHUpPOBATH NpPOLECCHl U
NpaKTUKKA paboTbl C JaHHbBIMM - MMUHUMU3HWPOBATh HWCIOJb30BaHUE IEPCOHAIbHOU
vHdopMalMK, BHEAPATh NPOJABUHYTbIE METO/Ibl aHOHMMU3AIMU U LINPPOBAHUS, TOBbILIATh
npo3padyHocTb MU-Mozesel, coBeplLIeHCTBOBATD 3alUTY IepUMeTpa OT aKTyaJIbHbIX YTPO3.

HakoHel, B yCJOBUSIX TOTaJbHOM LUPPOBU3ALNUM U JAATUPUKALUU KPUTHUUECKHU
Ba>KHbIM CTAHOBUTCS pa3BUTHE LUPPOBBIX KOMINETEHIUN CaMUX IpakAaH. Jlloau [0/1KHbBI
YeTKO MOHMMAaTb 0COOEHHOCTH 00pPabOTKU CBOMX JAHHBIX UHTEJJEKTYaJbHbIMHA CUCTEMAMHU,
OCO3HAHHO YMNpaBJIATh COrJIaCUSIMU U IUQPPOBBIMHU CJie[JaMy, 3HATh CIOCOObI peasn3aluu
CBOMX MpaB U 3aKOHHBIX HHTepecoB. TOJBKO KOMIIJIEKCHBIA MOJAXO0J, BOBJIEKAKOLIUN
rocyJlapcTBO, OU3HEC U 0OIECTBO, MO3BOJUT 00ECIEYUTh OaslaHC MEXAY TEXHOJIOTUYECKUM
pa3BUTHEM U HE3bIOJIEMOCTDIO [paBa Ha YaCTHYIO KHU3Hb.

[Ilpyunatvne HauuoHa/NbHOW CTpaTeruyd pas3BUTHUS UCKYCCTBEHHOIO WHTEJIJIEKTA],
Touye4yHble U3MeHeHUs 3aKkoHa «0 MmepcoHabHbIX JaHHbBIX», pa3BOpauYMBaHUe MPAKTUYECKUX
MHULIMAaTUB OH3Heca M TPaXKJAaHCKOrO0 CeKTopa B 3TOW 00/acTH MOKa3blBAlOT, 4YTO
Y36€eKUCTaH ABUXKETCS B IPaBUJIbHOM HampaBJjieHUU. OHaKo AJ1s1 GopMUPOBaHUS 3pesion U
cOaJIaHCUPOBAaHHOW 3KOCUCTEMBbI AoBepeHHoro MU mpegctouT mpojenath elle 0O0JIbIIOU
nyTb. [IpeAcTaBieHHble B pab0Te peKOMEH/Jallii MOTYT MOCAY>KUTb CBOET0 PoJia AOPOKHOU
KapTOM JIJis1 TAKOT'0 NMOCTYNAaTEe/JbHOTO JBHXKEHUS BIIEPeE/.

B KOHe4YHOM cyeTe, HMEHHO BbIpabOTKAa ONTUMAJbHBIX pEryJATOPHbIX U
OpPraHM3allMOHHbIX MEXaHU3MOB ympaBJjieHUss puckamu WU 1 KoHOUEHLIMATbHOCTH
CTaHeT OJJHUM H3 IJIaBHbIX GAKTOPOB ycHelmHou udpoBor TpaHchopMalUur Y36eKHUCcTaHa.
PasBUTHE HHTEJ/NJIEKTYa/IbHbIX TEXHOJIOTUH, OCHOBAaHHOE HA LIEHHOCTSX MPO3PAavyHOCTH,
MOJIOTYETHOCTH W YBaXKEHUsS] HEMPUKOCHOBEHHOCTH YACTHOM KU3HH, OyZeT paboTaTh Ha
NOBbILIEHWE KayeCcTBa TOCYJAPCTBEHHBbIX YCAYT, POCT 3KOHOMHUKH H 0J1ar0COCTOSIHUA
rpaxaad. HanpoTuB, NONBITKU OTPAHUYUTBLCS TOYEUHbIMHU 3aMpPeTaMu WX MOUTH MO MyTH
6e3y/iep>KHOU "aJropUTMHU3aLUK" Bcex cpep KU3HU YpeBaThl HUPPOBBIM aBTOPUTAPU3IMOM
U COLlMa/IbHOU HEeCTabUJIbHOCTBIO.

dddexkTUBHAsA 3a1MTa TePCOHAIBbHBIX JAHHBIX B 310Xy MU - 3TO He pocKollb U He JaHb
MoJile, a Heo0XO0JUMOe YCJOBHE [O0JIrOCPOYHOr0 YCTOMYMBOIO pas3BUTHUA LHUPPOBOTo
ob6uiecTBa U rocyzapctBa. [apMoHM3alMs TEeXHOJIOTMYECKOro Mporpecca U He3bl0JIEMbIX
npaB 4eJIOBEKAa - MarucTpajbHbl NyTb B OyAyllee, U Y30eKUCTaH AOJKEH CJe[0BaTh IO
HEMy, OMUPAsCh HAa MEX/AYHAPOJHbIM ONBbIT U CBOU KYyJbTypHble TpaAuuuU. OTKPbITHIA
JlUajior, TpaBOBble HHHOBAlMM, OTBETCTBEHHble MNpPAaKTUKW OHW3Heca U pacTyllee
CaMOCO3HaHUe TpaXkJlaH B COBOKYNHOCTH MO3BOJIAAT AOCTHYb 3TOM HENPOCTOM, HO KpaiHe
Ba)KHOM 11EJIH.
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